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INTRODUCTION 



 

 
• Mak Kum Kay 

• Asst Director CAD 

• Private Sector (1976 – 1977) 

• SPF (1977 to Present) 

• MOI Certified Trainer 

• Adjunct Trainer with HTSCI 

• Associate Member of IAFCI 

and ACFE 

Introducing Myself 



Commercial Affairs 

Department (CAD), SPF 

• Principal white-collar crime 
investigation agency in 
Singapore. 

• Safeguards Singapore’s 
integrity as a world-class 
financial and commercial 
centre through vilgilant and 
professional enforcement of 
the laws.  
 
 



Three CAD Strategic Thrusts  

• Enhancing Operational 

Capabilities 

• Building Organisational 

Resilience 

• Strengthening Community 

Partnership  

 
 



NATURE OF  

INTERNATIONAL TRADE-

RELATED CREDIT CARD 

FRAUD 



Commercial Activity of Re-

exporting   

• Legitimate shipping activity where goods are 
transported to a third party or intermediate 
location (country) before being sent to their 
final destination. 

• Common reasons: 

– Final destination port is closed or 
temporarily embargoed; 

– Efficiency & Cost-reduction - breaking 
bulk shipments into smaller loads for 
different locations or consolidating smaller 
loads pooled by multiple shippers into a 
larger single shipment. 

 
 

 

 
 



Nature of ITRCC Fraud  

• Fraudster in Country A emails supplier in 

Country B to order goods using stolen credit 

card details. 

• Fraudster conceals country of final 

destination and increases credence by 

providing the corporate particulars of a bona 

fide freight forwarder in Country C as the 

customer/consignee for the goods ordered. 

• To gain trust, fraudster orders small quantity 

in first shipment followed by a substantial 

second or third order. 



Nature of ITRCC Fraud 

• When freight forwarder in Country C 

receives the shipment, fraudster instructs 

freight forwarder to re-export goods to 

Country B. 

• Fraudster use mules or another freight 

forwarder to receive shipment in Country B.  

• When victim (supplier) receives a charge-

back from his bank, and realises he has 

been defrauded, the fraudster would have 

collected the stolen goods in Country B and 

disappeared.  

 



 ITRCC Scam Cycle 

Received by local 

freight forwarding 

companies 

Goods are 

subsequently re-

exported to an Asian 

country 

Fraudsters requested 

goods to be sent to 

Singapore 

Fraudsters order goods 

from overseas merchant 

using fraudulent credit 

card details 

Fraudulent goods 

released to 

fraudster or 

exported to 

another country 



Source : [The  New Paper] @ Singapore Press Holdings 

Limited. Permission required for reproduction. 



Sample of Scam Email (1)  



Sample of Scam Email (2) 



Fake IDs and Card Face 



Goods commonly shipped 

• Jewellery; 

• Vehicle/aviation parts; 

• Bicycles and fishing equipment; 

• Musical instruments; 

• Phones, computer and printers; 

• Medical equipment; 

• Electrical and lighting equipment; 

• Measuring tools; e.g. Fluke; 

• Pumps and switches. 

 
 



Countries targeted for ITRCC 

scams 

• Netherlands 

• Sweden 

• Switzerland 

• Thailand 

• United States 

• United 
Kingdom 

 
 

• Austria 

• Australia 

• Canada 

• China 

• Japan 

• Germany 

 

 
 



CONCERNS  



Source : [The  Straits Times] @ Singapore Press Holdings Limited. Permission required for reproduction. 



Countries with high e-

commerce fraud (2013) 

1. Latvia 

2. Egypt 

3. United States 

4. Mexico 

5. Ukraine 

6. Hungary 

7. Malaysia 

8. Colombia 

9. Romania 

10. Philippines 

11. Greece 

12. Brazil 
 

Source: Sift Science 
20 

13. China 

14. Indonesia 

15. Russia 

16. Singapore 

17. Nigeria 

18. Canada 

19. Portugal 

20. Switzerland 

21. United Kingdom 

22. India 

23. Netherlands 

24. France 

25. Austria 



‘Sensitive’ Goods Ordered 

• Benchmade and SOG Knives 
• GPS Equipment 
• Tactical Triad LED Baton Light 
• Tactical Flashlights 150 lumens 
• Extreme Super Bright Red Laser-sight Kit 
• Green Beam Laser Pointer 
• Tri Beam Laser Sight 
• Garrett Super Scanner 
• Parachute Harness 
• Military Backpacks 
• Paramotors for paragliding 
• Respirators 

 
 



Pictures for illustration only 



ROLE OF CAD 



Crime 

Prevention – A 

Shared 

Responsibility 

http://sg.wrs.yahoo.com/_ylt=A0S0zu.fMQFL4mQASJou4gt./SIG=139f60qd2/EXP=1258455839/**http:/www.restaurantnz.co.nz/uploads/visa_logo_new_nov05_38281 - website.jpg
http://sg.wrs.yahoo.com/_ylt=A0S0zu6gNAFLaAwA7lUl4gt.;_ylu=X3oDMTBpdDZuNzZrBHBvcwM5BHNlYwNzcgR2dGlkAw--/SIG=1giar50hg/EXP=1258456608/**http:/sg.images.search.yahoo.com/images/view?back=http://sg.images.search.yahoo.com/search/images?_adv_prop=image&va=new+amex+logo&fr=yfp-t-101-s&w=150&h=128&imgurl=www.bizbash.com/logos/amex_logo.jpg&rurl=http://www.bizbash.com/newyork/newsletter/issue280.html&size=9k&name=amex+logo+jpg&p=new+amex+logo&oid=fb0cb6057128e31e&fr2=&no=9&tt=126&sigr=11nm8j9q0&sigi=113ohbefh&sigb=12vinio69
http://www.google.com.sg/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0CAcQjRxqFQoTCOPZ38m7r8cCFcO-jgodDoEAbQ&url=http://wallpaper222.com/explore/handshake logo/&ei=7XvRVaOvC8P9ugSOgoLoBg&bvm=bv.99804247,d.c2E&psig=AFQjCNEEUXf_VztZSoIJBbJ1HYx-JpedZA&ust=1439878483053983


Stakeholder Engagement 

Programme 



Ongoing Engagements 

• Card Security Group 
Singapore, VISA, MasterCard 
and AMEX; 

• SAAA, freight forwarders & 
courier service providers; 

• USCS, FBI, ICE, USSS, INP; 
AFP; 

• MTI and IE Singapore; 

• Singapore’s mission in DC.  

 
 



Prevention Action 

• Assistance to victims. Upon receipt of a 
complaint, CAD immediately contacts the 
freight forwarder to ascertain if the goods 
have been re-exported to 3rd country. If 
not, arrangements are made to avert 
losses by reversing shipment of goods to 
victim; 

 

• If re-export shipment has been effected, 
CAD will assist to link up victim with 3rd 
country’s police authority for follow-up.   
 

 

 
 



FACTORS AFFECTING 

FREIGHT FORWARDERS 

 



Factors affecting Freight 

Forwarders 

• Difficult to distinguish between genuine and 
possibly fraudulent re-export shipments; 

• Re-exporting to 3rd country is a common 
industrial practice; 

• Delays means extra costs; 

• Loss of corporate reputation; 

• Possibility of financial losses: 
– Non-payment by fraudster for re-exporting goods to 

3rd country. 

– Time and resources required to assist authorities 
during investigations and negotiations with shipper 
for re-shipment to country of origin.  

 



Sample of Online Comment  



SUGGESTIONS FOR 

FREIGHT FORWADERS 



3 Suggestions for Freight 

Forwarders 

• Knowing Your Customer 
(KYC); 

• Velocity Checking of 
transactions; 

• Establish industry-led 
framework/database for 
sharing fraud intelligence 
information and identifying red 
flags of potential fraud cases. 
 



Footnote to be placed here 33 

“Crime Prevention – A Shared 

Responsibility. Low Crime 

Does Not Mean No Crime.” 

The image can be 

replaced. 

Do not remove 

the Secondary 

Graphic 
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THANK YOU 


